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Top Rated Risks

03.
Macroeconomic
Developments

02. Business
Interruption

05.
Brexit/Eurozone
Collapse

05. Market
Developments
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04. Loss of
Reputation

05. Changes In
Legislation
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2016 in Number mantec 2017 r rt):
01. Cyber 016 umbers (Symantec 2017 report)
Email

* 53% of Emails are spam

 1in 2,596 emails are “Phishing” emails
* 1in 131 emails contains Malware

Identity Exposure

* 1.1 Billion identities exposed

* An average of 927,000 identities
exposed per breach.

SPYWARE | CYBER
t_:.__ A i
 p—— e e’
CODE ENCRYPTION |

TROJAN |

—_— s — —
SECURITY | | IDENTITY

s Ransomware (pre-Wannacry)

HACKER g -/ THEFT |

2 Lo | B * Number of detections: 463,841

PH|SHINY3-J | PRIVAC

—— -» S - e« Number of Ransomware “Families”: 101

* Average Demand: £828 ( 0.5 Bitcoin)

Insurance Training 3



@ Arthur J. Gallaghelju

BUSINESS WITHOUT BARRIERS

Cyber and Fraud Covers.

It’s important to remember that the vulnerabilities
here are generally the same: People

* Procedures vs Practices: Test, test & test some
more! Change of company bank/name letters

 USB Sweeps. How many USB drives are on desks
in this building right now?

 BYOD: do you have antivirus on your phone?

* Triggers: What triggers a review of cover? When
do you involve your advisers?
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4 Critical
(>£2.8m)

3 Serious
(£1.4m -
£2.8m)

2
Moderate
(£700k -
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1 Remote (<10%) 2 Possible (10-50%) 3 Probable (50-80%) 4 Likely (>80%)

Likelihood (over business plan period)



Scope and Interconnectivity
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Interconnection of R

Increased ASB workload
« Increased cost

« Man Hours

 ASB

« Graffiti

« Petty Crime/Vandalism

Increase in hate crime

Community Relations and
Reputational Risk

i i Arson Attack increases? 5
Number of Void inspecti Contractor Costs increase
* Man Hours « Impact to viabilityof planned
* Cost developments

« Impact to existing contracts

Office and Computer costs —

Reductionin demand for
new properties in short term

Number of EU Citizen
Leaseholders/Renters leave

Redirecting resource
exposes other

Week Pound plus WTO
tariffs make IT upgrade and
refresh markedly more
expensive. Microsoft have
already increased prices in
response to sterling’s

Tariffs/WTO

upply Chain — repair ai
maintenance parts and
materials

programs/operations:
« Boiler renewal Programs

[ [
volatility
* Increased maintenance cost
* What can be sourced in the UK?
How much do they source from

outside the UK?

* Reduces sales of new
developments
« Financial impact

« Fit for Five
« Reputation

Increased account transfers
and security risks associated
« Financial

* Regulatory

* Man Hours

Reduced lending appetite

ending Low Interest Rates

Reduced access to deposits
for potential shared
owners/leaseholders.

« Financial Risk

Investment returns

Opportunity: US investors
impacted

may find sector more
attractive— bet on or against
sterling?

Weak £ impacts Repayments

to foreign lenders
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Business Interruption Insurance and/or ICOW

It’s important to ensure this cover is at the right
level for it to properly mitigate your risks.

e Realistic calculation: are there interruptions
which could exceed your cover limit or period of
indemnity?

* Supply Chain: How far back do you intend to
insure? How well do you know your suppliers

risks?

* Triggers: What triggers a review of cover? When
do you involve your advisers?
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Operational and Strategic (@D Arthur). Callagher

Estates/Neighborhoods Risk
Registers

Office Registers Fleet Risk Registers

[ ]
Grounor:s Maintenance St ra t e g I ( Development Risk Registers
egisters
I { . k
[ ]
Maintenance Registers Re g I S | e r Leasehold Risk Register

Voids Team Registers HR Risk Registers

Renovation/Redevelopment
Registers
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Implement

Policy Report

DOCUMENT
EVERY
STAGE

Determine
Most
“Reasonable”
Option

Repair

Consider
Mitigation
Options

Add to Risk
Register
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Any Questions?




